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bringing agility to your business

Bring your z/OS mainframe environment into your SIEM infrastructure and complete your compli-

ance requirements.
y

Gaining a unified security viewpoint has been a huge .... 4 ®
problem for organisations with z/OS Mainframes. Now, . CO R R E LOG
using the CorreLog Agent for z/OS organisations can

monitor their enterprise IT security from a unified viewpoint.

CorreLog Agent for z/0S integrates with any RFC 3164-compliant Syslog
message processor or with CorreLog Correlation Security Server to corre-
late events from z/OS SMF, RACF®, CA-ACF 2™ and other key sources of
security information.

Bring these events together with other events occurring in the wider infra-
structure, will enable security and compliance professionals to completely
monitor, control and report on critical security events occurring in your

organisation.
Installing CorreLog Agent for z/0S in your z/OS mainframe environment will bring these benefits:-

4 Investment protection. Compatible with all of your existing software. Freedom of choice: se-
lect CorreLog or any other Syslog console

Complements your existing mainframe security software
Get the data you need without unnecessary clutter

Flexibility and investment protection
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Know who is accessing your system and when. Required for FISMA, PCI DSS, HIPAA, NERC and
Sarbanes-Oxley compliance

<\

Know what's working and what's not working in real time in your z/OS production

Know who accessed what data and when. Necessary for FISMA, PCI DSS, HIPAA, NERC and Sar-
banes-Oxley compliance

v FTP is considered by many to be the number one mainframe security exposure. Be alerted to
suspicious FTP events in real time

4 In the event of an unauthorized access pinpoint the exact source of the threat in real time
v Thrifty use of mainframe resources. Does not contribute to escalating software costs

v Installs quickly, your up, running and protected in no time

4 No matter what your data volume CorreLog Agent for z/OS will keep up

v Correlate related security events from mainframe and Windows®, Linux and UNIX® sources
v

No training time, no down time N
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CorreLog Agent for z/OS features:-

4 Standards compliant. Creates RFC 3164-compliant Syslog messages that work with any stan-
dards-based SIEM or Syslog collection software

Collects events from mainframe security subsystems including RACF®

v Extensive yet straightforward user customization. Decide which events and fields you want
to see.

v Works with CorrelLog's unique correlation engine or any industry-standard Syslog console

v Collects TSO logons and logoffs

4 Collects z/0S job and started task terminations including ABENDs

v Collects audit events from DB2

v" Audits the use of FTP

v Collects login, telnet and other events from TCP/IP

v Uses only a few seconds of CPU time per day

v Installs in less than half a day

4 Capacity of hundreds of thousands of Syslog messages per day

v Compatible with CorreLog's powerful correlation engine

v

No impact on existing operations.

Agileise are business partners of CorreLog Inc. Call now to arrange a 30 day free trail of the Corre-
Log Agent for z/OS and start seeing the benefits CorrelLog can bring to your organisation.

Or download the full CorreLog Correlation Security Server from www.correlog.com/download
CORRELOG

About CorrelLog Inc —_—
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Call now +1582-380140 or email info@agileise.com
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Correlog, Inc. delivers security information and event management (SIEM) combined with deep
correlation functions. Correlog is real-time, SIEM software that automatically identifies and re-
sponds to network attacks, suspicious behaviour and policy violations. CorrelLog collects, indexes
and correlates user activity and event data to pinpoint security threats, allowing organizations to
respond quickly to compliance violations, policy breaches, cyber attacks and insider threats. Corre-
Log provides auditing and forensic capabilities for organizations concerned with meeting SIEM re-
quirements set forth by PCI/DSS, HIPAA, SOX, FISMA, GLBA, NCUA, and others. Maximize the effi-
ciency of existing compliance tools through CorrelLog’s investigative prowess and detailed, auto-
mated compliance reporting. CorreLog markets its solutions directly and through partners. Visit
www.correlog.com for more information.
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